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Frequently Asked Questions
· We don’t have all the answers

· Just tell me what to do.  – read up on this. Categorize studies, analyze the type of data being used or disclosed; consider limited data sets/de-identified data
· What if I make a mistake? – good faith efforts in a complex area – vs – fall on your sword

· What does HIPAA mean by Security Standards?

· Just tell me the objectives of the Rule.

· These changes are a major inconvenience…can I just ignore them?

· Why do I need to be HIPAA Security compliant?

· What is the difference between HIPAA Security and HIPAA Privacy?

· What does HIPAA mean by Electronic Data (ePHI)?

· What is the difference between Addressable and Required Specifications?

· As a researcher, how will I be affected by the HIPAA Security Rule?

Administrative
Analyze risks
Authorizing access to ePHI

Security awareness and training 

Security incidence reporting

Continuity planning 

Business Associate contracts

e.g.   HIPAA vs. the Common Rule – whichever is more protective 

Physical
Facility access controls 
Workstation use and security

Device and Media controls
e.g. I have a database with ePHI (eg., obesity, CAD, etc) – get authorization form signed when patient presents  -- or – get IRB waiver when data collection is to be mined 
Technical

Access controls
Audit controls

Data integrity – changing/modifying data

Authentication 

Transmission security – does HIPAA allow sending ePHI over the internet or in email? 
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