PERELMAN SCHOOL OF MEDICINE at the UNIVERSITY OF PENNSYLVANIA

DIVISION OF SAFETY AND SECURITY

ELECTRONIC ACCESS KEY PROCEDURE
INITIAL ISSUANCE OR REISSUANCE OF ACCESS KEY

1. The staff person is given an “Access Key Application” form (attached hereto and made part hereof) by his/her business administrator or the Security office at 109 Stellar-Chance Laboratories.

2. The “Access Key Application,” which initially only permits perimeter access into the School, must be completed in detail and submitted to the appropriate departmental business administrator for his/her signature and to list additional areas where specific access may be required.

3. Once the department’s business administrator has reviewed the completed “Access Key Application,” added department specific access needs to the form, and signed same, the form is to be submitted to School’s Access System Administrator at 109 Stellar-Chance Laboratories for processing.

4. In cases where the staff person is required to access areas under the management of University Laboratory Animal Resources (ULAR), he/she must submit their completed form, after it has been signed by the department business administrator, to the manager of the ULAR facility to which access is required. The ULAR manager will then specify what access is authorized and sign the form indicating his/her approval. The form will then be submitted to the School’s Access System Administrator for processing.

5. The Access System Administrator will accept the completed form with all required signatures, review the form for any inconsistencies, and advise the person as to when their black access key will be completed and ready for pick-up.

6. The Access System Administrator will check the person’s name, as it appears on the completed form, against all same or similar names already in the electronic access control system. If the person’s name is located in the access control system, it is likely that he/she has already had a black access key issued previously.

7. If it is found that the person has had a black access key issued under their name, or some deviation thereof, on a previous occasion, the department’s business administrator is notified of the situation and advised that the applied for black access key will not be issued until such time as a reasonable, verifiable explanation can be obtained. Dependent upon the explanation, the processing of the black access key will either proceed or placed on hold until outstanding issues can be resolved. As an example, the original black access key that was issued had been lost and the person failed to report same, and through this process, lost key notification had been made and the person pays the $15.00 fee for the lost key, thus enabling issuance of the new black access key.
