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******************************************************************************************************************************************************************
FROM:  Dr. Arthur H. Rubenstein 
               Ralph W. Muller
 

TO:     Administrative Forum, Faculty, and Staff 
RE:     HIPAA Security Rule Compliance Planning 
CC:             David Kennedy, Vice Dean for Professional Services 
        Glen Gaulton, Vice Dean for Research & Research Training 
        Gail Morrison, Vice Dean for Education 
        Christopher Kops, Vice Dean for Administration & Finance 
        Alan Wasserstein, Vice Dean for Faculty Affairs

In support of Penn Medicine's efforts to demonstrate commitment to the HIPAA Privacy and Security Rule mandates, we have initiated the Security phase of our program to insure that we are compliant by the Security Rule's start date of April 20, 2005. This portion of the Rule, whose roots are found in the Health Insurance Portability and Accountability Act of 1996, deals with the protection of electronic Protected Health Information (ePHI).
Over the past 2 years, we have addressed the electronic data transaction changes and the patient privacy protections that HIPAA requires to enhance our consumer's trust in the health care system.  The Security Rule is based on three principles: comprehensiveness, scalability, and technology neutrality to ensure integrity and confidentiality of ePHI. The Rule requires policies and procedures for the work force to follow and sanctions for noncompliance. Where possible, the Health System and the School of Medicine will maintain standardized policies and procedures for the sake of clarity and conformance across the workgroups.
In recent years, we have seen a marked increase in computer viruses and hacking incidents, many of which have received broad media exposure.  Some of our peer institutions have been the subject of unflattering press reports when their patient information was inadvertently exposed on the internet or improperly discarded in the trash.  Academic medical centers must also be especially vigilant about the protection of patient information from hackers or as a result of the theft of computers, especially laptops.
Members of the Health System and School of Medicine are working in collaboration with the Office of Internal Audit and Compliance and with the University to create the framework for identifying risk and addressing any exposures with the appropriate technologies and safeguards required by the Rule. Workgroups have been focused on the development of policies that address such things as the formalization of a Security program, the physical security of ePHI, authorizing access to confidential and sensitive data, and providing a business continuity plan in the event of a disaster. Procedures will address best practice standards and the steps which Penn Medicine can take to minimize the risks of disclosure and misuse of ePHI. 
These efforts will be undertaken with the full cooperation of each department and person in documenting where ePHI exists and determining the institutional risk associated with its creation, storage, and transmission aspects. Inventory and Risk Assessment tools will assist in this documentation process which is beginning at this time in pilot mode with a workgroup of researchers, clinicians, and administrative resources. You will be contacted soon for your department's participation.  
In the meantime, we are taking steps to ensure that our electronic information is more secure, and request your assistance in this important endeavor.  We recommend that you take the following steps:
· Computers connected to PennNet should not be used to store patient information without strong security safeguards, such as placement behind a firewall and encryption of data. If you have patient information stored on a computer on PennNet, or use a computer on PennNet without a firewall to access patient information, please seek guidance from Mary Alice Annecharico if you are in the School of Medicine (SOM) or Russ Opland if you are in UPHS (contact information below). 
· Patient information stored on laptops should be strongly secured via encryption and a strong password consisting of upper- and lowercase letters and numbers. If you have patient information stored on a laptop, or use a laptop to access patient information, please contact Mary Alice Annecharico if you are in SOM or Russ Opland if you are in UPHS (contact information below). 
· Due to their greater vulnerability to loss or theft, and their relative lack of security, we ask that you do not store patient information on PDAs. 
· Patient information should not routinely be transmitted outside the PENN Medicine community via e-mail without safeguards, such as password protection and/or encryption. A copy of our e-mail guidelines, which were developed by our clinicians, attorneys, and administrators, is attached. 
· Even if patient information is stored on a computer connected to the UPHS network, it should be protected with a password, at a minimum. 

Following our assessment of risk, we will develop a management plan, formalize the policies and procedures that will guide our institution toward compliance, and create an online HIPAA Security training program which will be similar to the Privacy training program now used. 
I look forward to your cooperation and support of these efforts. For more information, you may contact Russ Opland, HIPAA Privacy and Security Officer at UPHS, oplandr@uphs.upenn.edu, and/or Mary Alice Annecharico, Executive Director for Information Services at the Medical School, and who is coordinating the efforts for the SOM, mannecha@mail.med.upnn.edu.
PLEASE DISTRIBUTE TO ALL FACULTY, STUDENTS, AND STAFF.
 

 

 
