University of Pennsylvania

HIPAA Security

Gap Analysis Instructions


Introduction:  
As part of our process to get at where potential security risks exists and areas of non-compliance we are expected to complete a comprehensive Gap Analysis that compares the HIPAA Security Standards and Implementation Specifications to current practices within the covered components of the University.    We have obtained a tool from Clyde Hewitt (our subject matter expert) and simplified it, somewhat, to meet our needs.   This effort should begin as soon as possible, but is dependent on completing a full inventory of Electronic Protected Health Information (ePHI) assets.   

Objective: 

· Identify areas where current practice does not comply with HIPAA Security Standards

· Identify which ePHI, specifically, is at risk in these Gaps and what the findings are relative to current practice
· Generate an initial recommendation on how to resolve the Gap and bring the area into compliance

· Create a foundation for beginning a full risk assessment

Instructions:

The tool is in the form of an excel spreadsheet which has two tabs.   The first tab “Gap Analysis” is used as your checklist and source for the HIPAA standards and implementation requirements, as well as a place to document gaps, ePHI at risk findings, and recommendations.   The second tab “ISO 17799 Sec. Standard X-walk”, is purely available for reference.   ISO 17799 is an international security standard which has global acceptance as a comprehensive set of controls comprising best practices in information security.  This tab cross-walks those standards with HIPAA standards just as another way to look at how to approach compliance and interpretation of the rule.
· Make sure you have available your completed ePHI Inventory documentation for reference.   
· Determine who in your area is most knowledgeable about current practices and get them involved, by making sure they have read through the rules and their narrative provided on the spreadsheet.   Remember some specifications are required and some are addressable.  The rule defines them as follows:

“Required” vs. “Addressable”

Required (R) = Performed by all

Addressable (A) = Invoke a reasonable and appropriate decision

· Evaluate the environment

· Any decision to deviate must be documented, and…

· Must implement equivalent alternative measures
· Review each HIPAA Rule Standard/Implementation Specification (those shaded in gray you can ignore, as they will be addressed by the team separately).  As you review the standard consider how current practice compares to it in the context of all sources of ePHI.   So, if the rule is one that you think is addressed consistently across all sources of ePHI, even if in a non-compliant manner you can construct your findings and recommendations generally across all sources of ePHI indicating such.    If the current practices vary from ePHI source to source, then your findings and recommendations should reflect those specifics.  So if you know that back-up procedures are in place for 8 of your 10 sources of ePHI, but not sure if the other 2 are backed-up, specify under the “Current Practice Findings and ePHI Assets at Risk” column which sources on your inventory are not meeting the standard and are at risk.  Indicate under the “compliance level” column from the drop down selections “Partially compliant”.  Under the Recommendation Column, indicate what your recommended solution is to eliminate the Gap.   

· Continue repeating this process for each standard.  Each standard should be examined and you should be able to identify the compliance level, describe your finding relative to current practice and the ePHI at risk (if any), and recommend a solution.
· If you need to expand the size of a column or add columns to put additional information for later stages of the project, please feel free, but in order to have consistent documentation throughout the University, please do not remove any columns or rows.  This documentation will help us get a head start on the Risk Assessment process required by the rule.
· Save your spreadsheet under the name “Gap Analysis Complete Your Entity MM DD YEAR” (example: Gap Analysis School of Medicine 10 10 2004).   Send your completed Gap Analysis to Jim Cunningham electronically to jcunnin@pobox.upenn.edu
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