UPHS Guidelines for E-mail Usage for Confidential Communications


Introduction

UPMC Policy number 1-12-42, Confidentiality, Access to Information, and Information Security, defines “confidential information” as follows: “[It] includes, but is not limited to, patient, medical staff, employee, business planning, proprietary, and financial information, available in paper copy or on-line, and/or transmitted verbally, on paper, or electronically.” This document is intended to provide guidance on the appropriate use of e-mail for the transmission of confidential information, until such time as official policy is promulgated as required by the Health Insurance Portability and Accountability Act of 1996 (HIPAA) regulations.

Guidelines

1. Create separate e-mail accounts for confidential communications.  Consider categorizing your use of e-mail (e.g., personal, administrative, patients, research, teaching), and then choosing to use a separate e-mail system based on the category of information. For example, discussing confidential information with a colleague within UPHS should be conducted exclusively within the enterprise Exchange/Outlook system.

2. Verify the identity of the recipient before replying.

3. Determine the physical location of the patient.  Care providers should not discuss treatment or diagnosis issues via e-mail with patients who are located in states in which the care provider is not licensed.

4. Keep copies of clinically-relevant e-mails in patient medical records.

5. Confidential information should not be transmitted outside the firewall (without appropriate authorization).  Note that “mail.med”, and non-UPHS e-mail systems such as Hotmail, Yahoo, AOL, etc., are outside the firewall. “Appropriate authorization” would include, for example, the signing of a “Patient-Provider E‑Mail Agreement” (see attached) by the individual whose information is being transmitted, and the use of an “E-Mail Disclaimer” (see attached) on every message.

6. Certain issues should never be discussed via e-mail.  For example, patients’ HIV status, or mental health treatment, or treatment for drug or alcohol abuse, should not be discussed via e-mail due to their extremely sensitive nature and the potential risk to the patient should the information be inadvertently disclosed. Internal review and discussion of certain issues, such as morbidity and mortality conferences and peer-review quality assurance analysis, also should not be conducted via e-mail.

7. Be careful to select the correct addressee when sending messages.  Be aware that the intended recipient may not be the only one with access to that e-mail account. When sending a message to a group of recipients, such as patients, who should not know the identity of the other recipients, use the “blind-copy (bcc)” field in your e-mail program, to ensure that all recipients’ identities remain hidden from each other.

8. Avoid anger, sarcasm, harsh criticism, and libelous references to third parties in messages.
AMA’s Guidelines for Physician-Patient Electronic Communications

Available on the web at: http://www.ama-assn.org/ama/pub/category/2386.html.

Additional Information and Resources

UPHS maintains a computer network that includes a “firewall” between it and the Internet. This firewall provides a measure of security against external threats, but is not invulnerable. Information within the firewall is vulnerable to anyone with access to a computer that is behind the firewall. Many departmental and School of Medicine e-mail systems (including “mail.med”) are outside this firewall, and thus are more vulnerable. The enterprise Exchange/Outlook system is within (or behind) the firewall, and thus more secure for internal communications of a confidential nature.

Technical security measures, such as encryption, currently exist to support secure communications via the Internet, but they require the sender and the receiver to utilize the same mechanism. They have not fully matured to the point of being transparent to the sender and receiver, and UPHS is not in a position to deploy and support such mechanisms for all potential recipients. UPHS currently has two mechanisms in place for secure, remote access to the enterprise Exchange/Outlook system: a Virtual Private Network (VPN), and secure Internet access via a browser.

HIPAA requires the implementation of federal rules to protect the Privacy and Security of individually-identifiable health information. Civil and criminal penalties are associated with violations of these rules, which go into effect in April 2003.

Relevant University and UPHS Entity Policies

1. University Policy on Acceptable Use of Electronic Resources, http://www.upenn.edu/computing/policy/aup.html
2. University Policy on Privacy in the Electronic Environment, http://www.upenn.edu/almanac/v47/n04/OR-eprivacy.html
3. UPMC Policy number 1-12-42, Confidentiality, Access to Information, and Information Security, http://uphsnet.med.upenn.edu/policy/hup/1_12_42.pdf
4. UPMC Policy number 1-12-25, Medical Records – Confidentiality and Access to Information, http://uphsnet.med.upenn.edu/policy/hup/1_12_25.pdf
5. UPMC Policy number, 1-12-26, Patients’ Rights and Responsibilities, http://uphsnet.med.upenn.edu/policy/hup/1_12_26.pdf
6. UPMC Policy number 1-12-37, Telefax Transmission of Highly Sensitive Medical Records, http://uphsnet.med.upenn.edu/policy/hup/1_12_37.pdf
7. Phoenixville Hospital Policy number A-104, Confidentiality of Patient Information. 

8. Phoenixville Hospital Policy number A-106, Patient Rights and Responsibilities. 

9. Presbyterian Medical Center Policy number 01.145, Confidentiality and Access to Information. 

10. Pennsylvania Hospital Policy number I F 01, Release of Medical Records Information. 

11. Pennsylvania Hospital Policy number I F 06, Security of Patient Health Information. 

12. Pennsylvania Hospital Policy number I M 03, Electronic Mail Use. 

Dear ____________________________:

E-mail offers an easy and convenient way for patients and doctors to communicate. In many circumstances, it has advantages over office visits or telephone calls. But remember: there are important differences. E-mail is not the same as calling our office; there is no person at the other end of the call – just a computer. You can’t tell for certain when your message will be read, or even if your doctor is in the office or on vacation. Nonetheless, we believe that the ease of communication e-mail affords is a benefit to patient care. It will further assist us if you could identify the nature of your request in the subject line of your message.  Below are our rules for contacting us using e-mail.

· E-mail is never, ever, appropriate for urgent or emergency problems! Please use the telephone or go to the Emergency Department for emergencies.

· E-mail is great for asking those little questions that don’t require a lot of discussion. Appropriate uses of e-mail also include prescription refill requests, referral and appointment scheduling requests and billing/insurance questions.

· E-mails should not be used to communicate sensitive medical information, such as information regarding sexually transmitted diseases, AIDS/HIV, mental health, developmental disability, or substance abuse.

· E-mail is not confidential. It is like sending a postcard through the mail. My staff may read your e-mails to handle routine, non-clinical matters. You should also know that if sending e-mails from work, your employer has a legal right to read your e-mail if he or she chooses. 

· E-mail may become a part of the medical record when we use it; a copy may be printed and put in your chart.

· E-mail is not a substitute for seeing me. If you think that you might need to be seen, please call and book an appointment!

· E-mails may be forwarded to my staff for handling, if appropriate.

Finally, either one of us can revoke permission to use the e-mail system at any time.

· I DO want to communicate with my doctor electronically. I have read the above information and understand the limitations of security on information transmitted. I understand that my doctor may not be able to communicate with me electronically about my specific condition if I live outside of the state in which my doctor is licensed.

PATIENT:

Patient Name: ________________________________________

Patient Signature: _____________________________________

E-mail Address: ______________________________________

Date: _______________________________________________

State of residence: _____________________________________

The information contained in this e-mail is confidential, privileged, or otherwise protected from disclosure. It is intended only for the use of the authorized individual as indicated in the e-mail. Any unauthorized disclosure, copying, distribution or taking of any action based on the contents of this material is strictly prohibited. Review by any individual other than the intended recipient does not waive or give up the physician-patient privilege.

If you have received this e-mail in error, please delete it immediately.










